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At Bell Day Pre-school, we recognise that we hold sensitive and confidential information about children, their families and the staff we employ. We are committed to protecting personal data and ensuring confidentiality in line with legal requirements and best practice.

Information is collected and used to support children's learning and development, maintain registers, manage invoices, and ensure emergency contacts are available. All personal data is stored securely and shared only on a strict need to know basis.

This policy works alongside the GDPR privacy notice to ensure compliance under General Data Protection Regulation (Regulation (EU) 2016/679 (GDPR) and Data Protection Act 2018, the statutory Framework for the Early Years Foundation Stages (EYFS) 2024, and Ofsted requirements. 

The welfare and safety of the child is always our paramount concern and will override confidentiality where safeguarding concerns arise. 

Legal requirements
· We follow the legal requirements set out in the Statutory Framework for the Early Years Foundation Stage (EYFS) 2024 and accompanying regulations about the information we must hold about registered children and their families and the staff working at the Pre-school 
· We follow the requirements of the General Data Protection Regulation (Regulation (EU) 2016/679 (GDPR), Data Protection Act 2018 and the Freedom of Information Act 2000 with regard to the storage of data and access to it. 

EYFS and Ofsted Links
In accordance with the EYFS (2024), providers must:
· Keep records relating to children and staff safe and secure
· Share information appropriately to safeguard children
· Ensure staff understand their responsibilities regarding confidentiality
Ofsted expects providers to demonstrate:
· Secure handling and storage of personal data
· Clear procedures for confidentiality and information sharing
· Staff knowledge of data protection and safeguarding responsibilities




Confidentiality and Data Protection Procedures

We respect the privacy of children, families and staff by ensuring that:

Secure Storage

· confidential paper records are stored in locked cabinets in the room or the office.

· Electronic records are stored on password protected systems and secure platforms.

· Staff and volunteer records securely stored on the Bell Day one drive system.

Staff, Student and Volunteer Responsibilities

· All staff, students and volunteers receive training and induction on data protection and confidentiality.

· Information about children and families is only shared internally where it supports the child's care, learning or safety.

· Confidential information must never be shared outside the Pre-school, including with friends or family, or on social media.

· Breaches of confidentiality may result in disciplinary action, including dismissal.

· Students are required to read and adhere to this policy as part of their placement agreement.


Information Sharing
· Information is shared strictly on a need to know basis.
· Parental consent is sought before sharing information with external professionals, except where safeguarding concerns override consent.
· Parents have the right to access records relating to their own child but not those of others, unless directed by relevant authorities e.g. police or social care.

Staff Conduct
· Staff must not discuss confidential information about children or families with colleagues unless it directly impacts the childcare or planning.
· Employment matters relating to staff remain confidential and are shared only with those directly involved in decision making.
· All staff, students and volunteers must follow the Pre-school social media and networking policy.




Safeguarding
· Any concerns relating to the child’s safety or wellbeing are recorded securely and shared on a need to  know basis. 
· Where a child is at risk of harm, our Safeguarding and Child Protection Policy overrides confidentiality, in line with the EYFS and statutory safeguarding guidance. 

General Data Protection Regulation (Regulation (EU) 2016/679 (GDPR) compliance 

In order to meet our requirements under GDPR we ensure that: 

· Privacy notices, consent forms, and terms and conditions are clear, accessible and written in plain language.
· Personal data is processed lawfully, fairly and transparently, and only for legitimate Pre-school purposes.
· Data collected includes personal details, health information, and staff suitability checks necessary to meet regulatory and safeguarding requirements.
· Communication systems such as Famly, ClassDojo and Bright HR are used only for safe, operational and regulatory purposes.
· Personal data is never shared or used for marketing or unrelated purposes.
Rights of Individuals
· Parents, carers and staff have the right to access their personal data.
· Individuals may request amendments or deletion of data, subject to statutory requirements.
· Requests will be handled in line with GDPR timescales and procedures.
Safeguarding and Special Category Data
· Staff understand the data protection principles that allow the sharing of sensitive personal data for safeguarding purposes.
· Safeguarding of children is a lawful condition for processing and sharing special category data.
· Information may be shared without consent where:
· A child is at risk of harm
· Consent cannot reasonably be obtained
· Seeking consent may place the child at further risk
All information sharing is proportionate, relevant and timely to protect children.



Staff and volunteer records
· All staff and volunteer records are stored securely and treated confidentially.
· Staff may request access to their own personal files at any time.
· Records are retained and disposed of in line with legal retention periods.
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