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This policy should be read in conjunction with the Data Protection and Confidentiality Policy, Acceptable Internet Use Policy, and GDPR Privacy Notice.

At Bell Day Pre-school, we recognise the increasing use of technology in everyday life and the benefits it brings. However, we are equally aware of the potential risks. We are committed to ensuring that children, staff, and families are supported to use technology safely and responsibly.

This policy is informed by Safeguarding children and protecting professionals in early years settings: online safety considerations and aligns with the EYFS Safeguarding and Welfare Requirements (3.4 – Safeguarding policy).

Roles and Responsibilities
The Designated Safeguarding Lead (DSL), Gina Searle, has overall responsibility for online safety.
· All staff must remain vigilant and report any online safety concerns immediately to the DSL. 
· Concerns will be managed in line with the Pre-school’s Safeguarding and Child Protection Policy. 

Understanding Online Safety Risks
We recognise that technology plays a significant role in safeguarding concerns, including child sexual exploitation, radicalisation, and online abuse.
Online safety risks can be categorised as:
· Content: Exposure to harmful or inappropriate material (e.g. pornography, extremist content, misinformation). 
· Contact: Harmful interactions with others (e.g. grooming, exploitation, inappropriate communication). 
· Conduct: Behaviour that increases risk (e.g. sharing images, cyberbullying). 

Our Online Safety Measures
To safeguard children, staff, and families, we will:
· Ensure all devices have up-to-date antivirus and anti-spyware software. 
· Use appropriate filtering and monitoring systems on all internet-enabled devices. 
· Ensure all devices are password protected with strong, regularly updated passwords. 
· Monitor internet usage across the setting where appropriate. 
· Store all devices securely when not in use. 
· Only allow approved, age-appropriate apps and software on Pre-school devices. 
· Use Pre-school-owned devices only for photographing or recording children (EYFS 3.4 – Safeguarding). 
· Prohibit staff from using personal devices (including mobile phones and smart watches) for recording or sharing images. 
· Ensure no social media or messaging apps are installed on Pre-school devices. 
· Restrict access to Pre-school Wi-Fi to authorised users only. 

Safe Practice and Staff Conduct
· Staff must model safe and responsible use of technology at all times (EYFS 1.3 – Role modelling). 
· Personal use of Pre-school devices is not permitted. 
· Staff must not communicate with parents/carers via personal social media or personal devices regarding the settings and our care. 
· All communication with parents/carers must take place through official Pre-school channels. 
· Staff must never share confidential or sensitive information electronically unless authorised and secure (EYFS 3.27 – Information sharing). 
· Staff must be aware of their digital footprint and maintain a professional online presence. 

Supporting Children
· Children are supervised at all times when using internet-enabled devices (EYFS 3.28 – Supervision). 
· Staff support children to develop an age-appropriate understanding of online safety. 
· Discussions around “stranger danger” are adapted to include online interactions. 
· Where appropriate, children are supported to understand what to do if something online makes them feel uncomfortable. 
· Screen time is monitored to ensure it is appropriate, limited, and supports children’s learning and development (EYFS 1.10 – Learning and development). 

Working with Parents/Carers
· We work in partnership with parents/carers to promote online safety at home. 
· Parents/carers are signposted to helpful resources, such as Barnardo’s “Keeping Children Safe Online”. 
· Support is offered to help parents/carers understand how to keep children safe online and how to report concerns. 

Reporting Concerns
· Any concerns relating to online safety must be reported immediately to the DSL. 
· All concerns will be recorded, assessed, and acted upon in line with safeguarding procedures (EYFS 3.4 – Safeguarding). 
· Serious concerns may be referred to external agencies where appropriate. 
· Staff must never access, download, store, or share illegal material. Any such concerns will be reported immediately and dealt with in line with safeguarding and legal requirements. 

Cyber Security
We are committed to protecting personal and sensitive information in line with the Data Protection Act and GDPR.
To maintain strong cyber security, we:
· Ensure staff understand the importance of data protection and confidentiality. 
· Use secure systems, strong passwords, and regular data backups. 
· Train staff to recognise phishing and scam communications. 
· Require staff to report suspicious emails or activity immediately. 
Suspicious emails should be reported to management and forwarded to the National Cyber Security Centre (NCSC) via: report@phishing.gov.uk.

Monitoring and Review
This policy will be reviewed regularly to ensure it remains in line with current legislation, safeguarding guidance, and the EYFS Statutory Framework.
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